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I. INTRODUCTION  

A secure computer system must take care to comply with the pillars of cybersecurity, which are: Confidentiality, Integrity 
and Availability, as shown in Figure 1 [4]. Considering that in SCADA systems, the dominant paradigm since its inception 

has been the availability of information [2], the other aspects have been neglected, giving rise to a scenario where 

many of the industrial communications lack encryption and as if it were not enough supervision and control equipment 
run under obsolete software versions, highly vulnerable to all kinds of malware 

Although several techniques and algorithms have been reported in the literature for intrusion detection; most of them 
can only identify previously known failure patterns using rule-based methodologies; in other solutions that use machine 

learning algorithms, these are restricted to a certain type of communication protocol. On the other hand, to the best of 
our knowledge, all the work carried out focuses on the analysis of network traffic, ignoring the internal behavior of the 

variables within the control devices and therefore the media effects that these could have on the process. Industrial. In 

SCADA systems, two types of variables are those that allow remote monitoring and manipulation of a plant. The first 
type is known as supervisory variables and their purpose is to transport information from the plant to the SCADA client. 

The second type are known as control variables and their purpose is to be able to execute orders from the client 
application. The proposed solution is aimed at achieving intrusion detection; For this, it must have the ability to recognize 

the normal behavior patterns of a SCADA system, in such a way that, by identifying an atypical pattern in the behavior 

of the variables of the control devices, a possible cyberfailure can be recognized 
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Fig.1.Comparison of malware activity to other cyber threats. 

An article published in 2011with the title of “Adware detection and privacy control in mobile devices” by Ideses et .al, 

tells that the first computer virus was developed for a demonstration by Leonard Adleman (one of the developers of the 

algorithm RSA1) at a computer security seminar. 
In 2011, Cisco publishes an article in which it says that the use of the internet would quadruple until 2015, driven mainly 

by the growing number of users of mobile devices (tablets and smartphones). The increase in bandwidth, allowing for 
higher speeds and ease of access, are relevant contributions to this growth. In this scenario, it is essential to create 

methodologies that allow a correct classification of network malware. Many network management tasks, such as 

workload characterization, capacity planning, route provisioning, network malware modeling and monitoring depends 
on the identification and classification of that same malware. Today there is a considerable number of applications that 

use the internet and that number has been increasing steadily. Multimedia applications, social networks, Enterprise 
Resource Planning (ERP) and Customer Relationship Management (CRM) programs, among others, have become 

essential in the business world, both at a private and corporate level. In this sense, anomalies in network malware can 
cause serious problems in their operation, being one of the main concerns for entities that depend on the transmission 

of data for their businesses. The identification and elimination of these anomalies must be done as quickly as possible 

or there is a risk of high losses as a result of these anomalies. [Jerome et.al ] noticed the changes in the characteristics 
of the network, such as the increase in the transmitted quantity of packets, is one of the specific types of anomalies 

and can be caused by several factors, such as physical problems or techniques on the network, such as power cuts or 
inadequate equipment configurations, up to intentional malicious behavior, such as malicious software failures or 

unauthorized access attempts. That is why it is essential to find effective network malware classification methods, in 

order to ensure a quality and at the same time secure service. [Hwan-Hee et.al] explained the main problem in dealing 
with the analysis of malware on a large-scale network. Techniques for capturing packets and analyzing their contents 

are generally used to generate statistical data and detect anomalous events. But in a large network that has a 
considerable number of interconnected devices, this technique becomes unviable, due to the fact that a large processing 

capacity and space are required to store the data. Traditional classification techniques, such as those based on 

communication port numbers or packet payload analysis, are also not effective for all types of network malware 
[Kurniawan] et.al Due to its nature and the fundamentals of many other techniques, the field of qualification of network 

malware has maintained a great interest on the part of many authors. For example [Lindorfer et.al] mentions in their 
work that a common technique for identifying network applications on the Internet is through the monitoring of malware 

based on usage. to better known communication ports, making an analysis of the packet headers to identify malware 
that is associated with a particular port and, therefore, of an application in [Mas’ud et.al] This process can lead to 

inaccurate estimates due to the amount of malware carried out by the most diverse applications, since protocols such 

as HyperText Transfer Protocol Secure (HTTPS), are often used to relay other types of malware , for example, a Virtual 
Local Area Network (VLAN) over HyperText Transfer Protocol (HTTP). On the other hand, some point-to-point 

applications avoid using known communication ports, in an attempt to circumvent any block imposed by the system, 
which can cause even more inaccuracies in the estimates. The captured breath, finding similar patterns that can be 

used for the classification of some anomaly, allows to create a base with data of comparison with the information 

resulting from this analysis. [Aziz et.al] refers to the concept of anomaly detection using entropy, where Shannon's 
entropy is cited. This type of detection and classification is done through the entropy calculation for the following 

categories: source port, destination port, IP address, source and IP address , destination, from the correlation between 
them. Entropy values can be compared to classify abnormal behaviors in the analyzed malware [ Xiaoyan et.al] During 

the research carried out for this work, it was detected that there is a relationship between the malware class and its 
statistical properties that provide information on the distribution of the byte flow of packages and the output of a specific 

number of specific applications. 

[ John et.al ] also observed that the relevance of the packages used in the studies carried out by [Westyarian et.al]  
tend to a certain profile size, the observation of this profile allows a more precise selection of the three relevance to 

these studies. [ Aziz et.al ] proposed a classification scheme should allow for the description of representative malware 
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patterns. shows our version of the steps to follow, which serve as guides for carrying out this process. In the area of 
security, using this information is crucial in identifying anomalies in the network system. Our goal is to understand how 

the characterization and detection of anomalies in network malware is done 

 
II. SCADA SECURITY SYSTEM 

A. PROPOSED MODEL 
Malicious content on any network is normally detected through several features, on of the most apparent feature is the 

extensive exchange in information between users, This exchange of information, called network traffic, is carried out 

with the transmission of a sequence of Transmission Control Protocol, This traffic can be considered normal or 
anomalous depending on certain parameters such as the high number of bytes transmitted, or a request for access to 

an unauthorized machine, etc. we propose a feature extraction method that extracts the features of normal activity on 
SCADA, and abnormal activity in order to feed a classification system, the classification scheme that classifies the activity 

into normal and abnormal in accordance with the data provided by the feature extraction phase 
B. ATTACK MODEL 
Several classifications of attacks have been proposed according to several criteria such as the severity of the attack, 

the vulnerabilities exploited by the latter, and the way to proceed. The classification most used in the literature is that 
adopted by the Massachusetts Institute of Technology (MIT) [21], which includes five classes of attacks that we will 

present in what follows. 
Denial Of Service DOS 

A denial of service is an attack in which the hacker makes certain processing or storage resources unavailable or too 

busy to be able to respond to the requests of legitimate users of a machine. There are several types of denial of 
service (DOS) attacks [52]. Some attacks like “smurf” perfectly abuse legitimate devices. Other "ping of death" creates 

malformed packets that confuse the TCP/IP stack of the target machine, the latter will try to reconstruct these packets 
afterwards. Still other "apache2, dos, syslogd" take advantage of bugs in the network. 

User to Administrator Attacks (User To Root U2R) 

Are a class of exploit in which the attacker starts with access to a normal user account on the system (obtained by 
sniffing passwords, using e.g. social engineering), then tries to exploit the vulnerability on this system to gain 

administrator access. There are several types of U2R attacks [35]. The most common is the "buffer overflow" attack 
which occurs when a program copies a lot of data into a static buffer memory area without checking if the size of the 

latter is sufficient. , which will cause an overflow. The overflowed data will be stored in the system stack, thus covering 
the next instructions that were to be executed. By carefully handling data that overflows onto the stack, an attacker 

can cause the execution of some arbitrary commands by the operating system that will help it get what it is looking 

for. Another class of U2R attacks exploits programs that give insight into the environment in which they are running, 
a good example of such an attack is the “load module” attack. Another class of U2R attacks exploits programs that 

have poor handling of temporary files. Some U2R attacks use vulnerabilities due to exploitable competitive conditions 
involving the execution of a single program, two or more programs running simultaneously [25]. Although controlled 

programming could eliminate all of these vulnerabilities, such bugs are present in every version of UNIX and Microsoft 

Windows available today. exploitation that will help him get what he is looking for. Another class of U2R attacks 
exploits programs that give insight into the environment in which they are running, a good example of such an attack 

is the “load module” attack. Another class of U2R attacks exploits programs that have poor handling of temporary 
files. Some U2R attacks use vulnerabilities due to exploitable competitive conditions involving the execution of a single 

program, two or more programs running simultaneously [25]. Although controlled programming could eliminate all of 
these vulnerabilities, such bugs are present in every version of UNIX and Microsoft Windows available today. 

exploitation that will help him get what he is looking for. Another class of U2R attacks exploits programs that give 

insight into the environment in which they are running, a good example of such an attack is the “load module” attack. 
Remote To Local R2L Attacks 

An R2L attack occurs when a hacker who can send packets to a machine across a network but does not have an 
account on that machine exploits a vulnerability to gain local user access to that machine. There are several ways in 

which an attacker can achieve his objective [Kendall, 99]. Some attacks exploit buffer overflow caused by network 

server software “imap, named, sendmail”. The “dictionary, ftp-write, guest and xsnoop” attacks try to exploit weak 
or misconfigured system security policies. The "xlock" attack uses social engineering, to succeed the attacker must 

parody human operators to provide their passwords to screensavers which are actually Trojan horses. 
Probe Attacks 

In recent years, an increasing number of programs have been distributed that can automatically scan a network of 

computers to gather useful information or to find known vulnerabilities [36]. These network probes are quite useful 
for a hacker planning a future attack. An attacker with a map of the machines and services available on a network 

can use this information to find any weak points in the network. Some of these "satan, saint, mscan" scanning tools 
allow even a novice hacker to examine hundreds or thousands of machines on a network very quickly. 
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Data Attacks 
Data attacks involve someone (user or administrator) who performs certain actions, which he has the possibility to 

perform on a given workstation, but according to the security policy of the site where he operates, he does not have 

the permissions sufficient to do so. Often these attacks involve the transfer of secret data files to or from sources where 
they do not belong 

C. DETECTION MODEL 
The classification of network traffic (IP packets) is far from new. The increasing number of attacks and the emergence 

of new threats are all factors that have favored its use. Classification in intrusion detection consists in separating the 

data collected on a network into several distinct classes, according to their content. Each class therefore groups 
packages with similar content. The main purpose of this task is to make the IDS able to autonomously determine 

packets related to an attack class. As shown in the following figure: 
1) What is a classifier 

A classifier is a set of equations or logical rules built from the labeled input data available from the database known as 
the learning base. In the case of attack classification, the examples provided to the machine are in the form (Attack, 

Class). This method of reasoning is called inductive because we induce knowledge (the model) from the input data (the 

packets) and the outputs (their classes). Thanks to this model, we can then deduce the classes of new data: the model 
is used to predict. The model is good if it predicts well.  

2) Training of learning algorithms in classification 
The training of a learning algorithm in classification contains three phases: the initial preparation of the data, the 

learning and the validation [31]. 

3)  Initial data preparation 
Good data preparation is the key preliminary step in a KDD (Knowledge Discovery in Databases) process. Data 

preparation takes about 60-80% of the time spent in the data extraction process [13]. In our case, this first phase 
consists of finding an attack sample types which must be representative of the kind of data to be classified. 

• Eliminate duplicates and input errors: Redundant data can be troublesome because they will give more importance 

to repeated values. Conversely, an input error may obscure a repetition. 

• Check domain integrity: A check on the domains of values makes it possible to find outliers. 

• Process missing information: This is the term used to designate the case where fields contain no data. Sometimes 

it is interesting to keep these records because the absence of information can be information. On the other hand, 
the values contained in the other fields may also be useful. 

These are the values of the fields in the data records. These data have a type that must be specified. Indeed, most of 
the methods are sensitive to the manipulated data. For example, some methods are faulted by continuous data while 

others may be sensitive to the presence of discrete data: 
Discrete data: binary or logical data: 0 or 1; Yes or no ; true or false, are good customer data. Enumerative data are 

discrete data for which there is no a priori defined order, for example: color. 

Ordered enumerative data:concern responses to an opinion survey data from the discretization of continuous data 
Continuous data:these are integer or real data: age, average income, ... but also data that can take a large number 

of ordered values. For data mining applications, it is common to transform them into continuous data or ordered 
enumerative data. We transform a date of birth into an integer age or an ordered enumerative variable corresponding 

to age groups. 

Text data:a text can, for certain applications, be summarized as a NUplet consisting of the number of occurrences in 
the text of keywords from a predefined dictionary. As they can also be transformed into whole data. 

The data preparation stage can include other phases such as data selection which consists in obtaining data in 
accordance with the objectives that we impose on ourselves and the enrichment which results in the addition of new 

fields while preserving often the same number of records (object). 
a) Data learning or training 

Using the training set, the algorithm learns which kinds of attacks end up in which classes.  

b) Improvement 
In this phase the classifier tries to properly label the data belonging to the validation set. The classification obtained is 

compared with that previously established to deduce the empirical error.1. If the results are conclusive, the classifier is 
used to process new cases whose classification is unknown. The validation set can be obtained either: 

The simplest, by separating the data set D into a training set Da and a validation set Dv. The algorithm is thus trained 

with the training set and the empirical error is measured on the validation set. 
 Or, when there is not enough data to separate them into two sets, using cross-validation which is a more reliable 

approximation. it is necessary to train the algorithm on all the data except those contained in Di, and to measure the 
empirical error on the set Di. It is therefore necessary to repeat the learning cycle k times, and then to use the average 

of the empirical errors. 
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Figure 2 Steps of the proposed classification process 

 
III. EXPERIMENTS 

In this section, results obtained using the procedures discussed in the previous chapter are analyzed extensively. Some 

important performance criteria that were made reference to are: Mean Square Error which is the average squared 
difference between our estimated values and actual value. MSE can be described as a measure of quality an estimator 

gives, it is always a non-negative value and values closer to zero are more reliable. Another criterion is the number of 
epochs which describes the number of passes completed when training through the given dataset. Our feedforward 

neural network uses iterative algorithms that require as many epochs during training or learning process. Time of 

training represents the total amount of time a feedforward neural network training algorithm needs to complete one 
training process. 

A. A.  Selection of Optimal Training Algorithm 
There is no specific formula for choosing a training algorithm. There are various factors to consider in choosing an 

optimal algorithm such as; complexity of the problem, the samples available, accuracy, computation time and resources, 
and whether the network is used for regression analysis or discriminant analysis that estimates dependent and 

independent variable relationships. These various properties associated with these training algorithms determines if the 

training function used is fast, whether it can be used for really complex problems and whether it requires abundant 
memory.  
Figure 4.6 displays the performance plot of the network using the Resilient Back propagation (RP) training function. 
Training was completed in after 13 epochs, a Mean Square Error (MSE) of 0.4993 was generated. 

Figure 1 to 6, shows the performance plot of using the training functions mentioned earlier, from figure 1 it can be seen 

that Levenberg-Marquardt (LM) gives the better optimization result. The Levenberg-Marquardt (LM) was used as our 
optimal training function because of its speed, and it does not require large computing and processing memory. 

B. B.  Determination of Optimum Network Architecture 
After determining the optimal training function needed for our network, modifications are made to the number of 

neurons in the hidden layer of our network architecture, to compare and analyse the optimal architecture needed to 

generate efficient results. In this section we will determine the optimal number of neurons required in the hidden layer 
to attain an optimal network for training. Different architecture was considered with varying number of neurons, also it 

is known that an increase in the number of hidden neurons is likely to cause overfitting  
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Figure 1: Performance Plot of {48-55-24} Network with Training Function Trainlm. 

Figure 1 displays the performance plot of the network using optimal training function and 55 hidden layer neurons. 

Training was completed in 55 seconds at 9 Epochs, validation curve shows a validation performance value of 
0.056248 at 9 Epochs. Mean Square Error (MSE) of 0.0252 was generated.  

 

 
Figure 2: Performance Plot of {48-60-24} Network with Training Function Trainlm. 

Figure 2 displays the performance plot of the network using optimal training function and 60 hidden layer neurons. 

Training was completed in 56 seconds at 9 Epochs, validation curve shows a validation performance value of 
0.07283 at 9 Epochs. Mean Square Error (MSE) of 0.0260 was generated.  

Table 1: Results of Different Network Architecture 
Number 

of 

Hidden 
neurons 

MSE Epochs Time(sec) 

5 0.2184 12 1 

8 0.1888 12 2 
10 0.1562 12 2 

15 0.1062 11 8 
20 0.0706 13 10 

25 0.0631 17 21 

30 0.0563 11 17 
35 0.0360 11 25 

40 0.0336 11 34 
45 0.0290 10 38 

50 0.0289 9 42 
55 0.0252 9 55 

60 0.0260 9 56 

 
From table 1 the following observations have been made from comparing the various values for performance 

criteria: 

• The number of epochs becomes constant at a value of 9 epochs after 50 neurons. 

• Mean Square Error (MSE) reduces as the number of hidden neurons increases. 

• The time taken increases with increase in the number of neurons. 
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• It is obvious that the network topology with 50 hidden neurons in the hidden layer has the better 

optimization results among the four modifications even if it takes 42 seconds to train. 
C. C.  Testing Optimality Of {48-50-24} Network Architecture 
The trained network displays a performance criterion known as the Mean Square Error which can be measured with 

respect to our dataset testing samples. It serves as a measure of how efficient the network will perform with real world 
datasets. The receiver operating characteristic plot (ROC) is another way to determine how well the neural network has 

matched the data samples. The relationship between false positive and true positive concentrations is established when 
the performance limit ranges from 0 to 1When markers appear farther left and up, they represent the fewer false 

positives that need to be accepted to generate a high true positive rate. The best classifiers are characterized by markers 

going from the bottom left corner, to top left corner, to the top right corner, or something close to that. 

 
Figure 3: ROC Plot of {48-50-24} Network 

Figure 3 shows that the neural network architecture is efficient. 

 
1) D. VALIDATION OF {48-50-24} NETWORK ARCHITECTURE 

 
Figure 4: Graph showing relationship between MSE and Number of hidden layer neurons. 

Figure 4 shows that the Mean Square Error monotonically reduces as the number of neurons in the hidden layer 

increases. This validates the network topology with 50 hidden neurons in the hidden layer as the better optimization 

results. 
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Figure 5: Graph showing relationship between Number of epochs and Number of hidden layer neurons. 

Figure 5displays the maximum iteration reached for each modification of number of neurons in the hidden layer. From 

the figure 25 neurons modification has the highest iteration at 17 epochs while the 50 neurons modification stopped 
after 9 epochs. This validates the network topology with 50 hidden neurons in the hidden layer as the optimal network 

architecture. 
D. E.  Performance Evaluation 
The performance of the overall system was evaluated by determining overall accuracy, false-positive rate (FPR) and 
false-negative rate (FNR).  The Positive and Negative labels are compared with predicted labels gotten from the neural 

network classification for evaluating performance. The classification produces four outcomes: 

• True positive (TP): This outcome represents a registered MAC address and the network classifies it as positive 

prediction 

• False positive (FP): This outcome represents an attacker’s MAC address and the network classifies it as positive 
prediction  

• True negative (TN): This outcome represents an attacker’s MAC address and the network classifies it as negative 

prediction 

• False negative (FN): This outcome represents a registered MAC address and the network classifies it as negative 
prediction 

Accuracy is calculated using: 

TP TN

TP TN FP FN

+

+ + +             1 

False-positive rate (FPR) 

1
TN

TN FP
−

+
             2 

False-negative rate (FNR) 

1
TP

TP FN
−

+
              3 

Table 2 shows four scenarios and their corresponding TP, FP, TN, FN values with 20 sampled MAC addresses in each 

case. 
Table 2: Scenarios and corresponding TP, FP, TN, FN values 

Evaluation 

metric 

Scenario 

1 

Scenario 

2 

Scenario 

3 

Scenario 

4 

TP 14 15 14 17 

FP 2 2 3 1 

FN 3 3 3 1 

TN 1 0 0 1 
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The results from these evaluation metrics performed on four scenarios can be found in table 4.3. 
Table 3: Result generated from evaluation metrics. 

Dataset Accuracy FPR FNR 

1 75.00% 66.66% 17.65% 

2 75.00% 100.00% 16.67% 

3 70.00% 100.00% 17.70% 

4 90.00% 50.00% 5.56% 

Average 77.50% 79.20% 14.40% 

 

 
Figure 6: Bar graph representing various evaluation metrics 

From table 3and figure 6, the system achieves an overall accuracy of 77.50%. The false positive rate has a value of 

79.20%, while the false negative rate value is seen to be 14.40%. The value of the FNR is quite low which is a sign of 
the effectiveness of our proposed system, this also implies that our proposed system misclassifies unauthorized MAC 

addresses by a small percentage of 14.40. This in no way exposes the network to attacks 
 

IV. CONCLUSION 

The paper was aimed at designing a network authentication mechanism that can detect and prevent cyber-attacks from 
unauthorized users irrespective of the penetration tool used. In other to achieve our aim we collected MAC Address 

from trusted sources to ensure the authenticity of our input data and was able to train the neural network to detect the 
false MAC address using the neural network toolbox (nntool) on MATLAB undergoing different algorithms as explained 

above. From the results gotten from the training, we can infer that MAC address plays an important role in the securing 
of our wireless communication 
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