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Published:  10th March 2022 The twenty-first century has been an era of inventions. Inventions that 

have greatly improved the quality of human life. Artificial intelligence's genesis 
and dominance have been witnessed. We have already entered the 5G era, 

which began with limited internet access. Another reality has emerged as a 
result of this unstoppable ascent. An ethereal reality that promotes complete 
anonymity. With all of the benefits it provides, it has also proven to be lethal. 
With the rise of the online world came stalkers, hackers, scammers, and a slew 
of other miscreants and lawbreakers. As a result, the society has become 
exposed to cybercrime. The researchers will focus on cybercrime perpetrated 
against women in this study. 

Women are easy prey for cyber criminals, and they are disproportionately 
victimized. Cyberbullying, voyeurism, sextortion, and stalking are all widespread 
online crimes against women. Women’s privacy and security are under jeopardy 
as a result of the rise in cybercrime. The research's main goal is to examine the 
existing state of cyber security in India and the necessity to enact particular 

legislation to protect women. 
The researchers would show how the laws are not being implemented 

throughout this study. The most important finding of this study is that more 
precise regulations and legislation against cybercrime are required. The 
research's main goal is to examine the existing state of cyber security in India 
and the necessity to enact particular legislation to protect women. The 
researchers would show how the laws are not being implemented throughout 
this study. The most important finding of this study is that more precise 
regulations and legislation against cybercrime are required. With the rise of 
social media networks and private websites, it is more important than ever for 
the government to enact special legislation for each type of crime perpetrated 

against women. Researchers have also looked into the government's success in 
combating cybercrime and have come up with some useful suggestions for 
combating this threat. 

  
  

Keywords: Women, cybercrime 

 
I. INTRODUCTION 
India is a country with a population of around 140.52 crores (as on Feb 2022). A country with immense diversity and 
everlasting vigor. But India has never been a safe place for women. Even though India’s biggest religion Hinduism 
considers women as the embodiment of Lord Lakshmi, it has not happened in real life. According to Thomas Reuters 

foundation’s survey India is considered as the most dangerous country to be a woman.3 Even though it is a debatable 
topic as there many other countries where quality of life of a woman is worse, it is deafening enough for us to 
understand the graveness of the situation. According to NCRB4 in 2018 33,356 rape cases were reported in India.5 This 
clearly indicates the pathetic situation the country is in right now. 
With the development of technology internet has become a part and parcel of our everyday life. The requirement of 
internet has spread its wings across essential activities such as monetary transaction, shopping, online food delivery 
etc. This has given rise to a new field of crime in altogether i.e ‘Cybercrime’. 
Cybercrime has become a serious issue in modern day. Hacking, Morphing, sextortion are  various types of 
cybercrimes that occur. Women and children are the most of vulnerable to cybercrimes. In the year of 2001 the case 
of Ritu Kohli became the first reported cybercrime case in India.7 India’s Cyber laws never had a particular provision 
for cyber stalking nor any other sections for protection of women. 
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II. DIFFERENT TYPES OF CYBER CRIME AGAINST WOMEN 
Through Cybercrimes the motive of the offender is to defame the victim by causing mental or physical harm. By 
passing time, various kinds of Cyber Crimes have come into Picture and some of them are the following- 

a) Cyber Harassment: - If a person is interfering into the personal space of another by using modern 

telecommunication networks without their consent with the intention to pish, threat, bully, annoy or offend them is 
called Cyber Harassment. In this the Offender can hack into the account of the Victim and get their personal data, 
photos or videos. It is neither legal nor OK. It also includes distributing rumors to damage one’s social standing. Article 
8 of the European Convention on Human Rights protects personal information that individuals justifiably expect not 
to be published without their consent.8 

b) Cyber Stalking: - When a person stalks or harasses any individual or group of individuals by the use of any electronic 

means is termed as cyber stalking. It also includes humiliating or embarrassing the victim, false accusations, false 
victimization, following one’s activities etc. In the year of 2001 India reported its first case on Cyber Stalking9. In the 
case of Ritu Kohli,10 the petitioner was being stalked by the defendant for four consecutive days. The defendant was 
chatting illegally by using her name and used obnoxious and obscene words.  

c) Cyber Defamation: - Cyber Defamation occurs when a person publishes any derogatory or defamatory thing about 

the other with mala fide intention by using internet. India’s first case on cyber defamation was SMC Pneumatics India 
Pvt. Ltd. Vs Jogesh Kwatra11, in this case the defendant started distributing obscene and derogatory e-mails about 
the MD (the plaintiff) of his company to spoil goodwill and the status of the company.  

d) Morphing: - When unauthorized user with fake identity downloads victim’s pictures and then uploads or reloads 

them after editing is known as morphing.13 Recently, a Hyderabad film-maker, Ram Gopal Verma was booked under 
sec 469,509 of IPC,1860 and other pertinent sec of IT Act, 2000 for morphing the photo of former president Pranav 
Mukherjee to show that he has received the censor certificate ‘Amma Rajyam Lo Kadapa Biddalu (ARLKB)’ from the 
evangelist.14 

e) Email Spoofing: - E-mail spoofing is a term used to describe (usually fraudulent) email activity in which the 

sender address and other parts of the email header are altered to appear as though the e-mail originated from a 
different source.15 This is often preferred by cyber criminals to get confidential informations and personal photos 
from unaware women and then they use these things to threaten them. One of the best examples of Cyber spoofing 
is Gujrat Ambuja’s Executive case, in this case the perpetrator pretended to be a girl for cheating and blackmailing a 
Abu Dhabi based NRI.16 
 
III. LEGAL PROVISIONS AGAINST CYBERCRIMES 
Cyber laws contain laws related to internet crimes, computer crimes, information crimes and technology crimes. 
Internet and digital economy provide significant opportunities and they are the enabler for criminal activities as well.  
Provisions for cybercrimes under IT Act, 2000- 

 Sec 4319:- This section deals with the unauthorized access by any person into the computer, computer network 
or computer system of another. The person shall be held liable for the compensation up to one crore. 

 Sec 6520:- This section deals with tampering with the computer source documents. The offences in respect of 

computer source documents (codes) are to be kept or maintained by law include knowingly or intentionally (i) 
concealing; (ii) destroying; (iii) altering; 
(iv) causing another to conceal; (v) causing another to destroy; (vi) causing another to alter the computer source 
code. 

 Sec 6621:- This section deals with hacking. The main element of hacking is the mala fide intention to cause 

wrongful damage to the other person by unlawful means with the knowledge that the certain information if 
destroyed or concealed would cause harm to the affected person. The offender shall be held liable with imprisonment 
up to 3 years or with fine up to 2 lakhs or both. 

 Sec 6722:- Publication of obscene information in electronic form is punishable under this sec with imprisonment 

which may extend to 3years or with fine up to 2 lakhs or with both. 

 Sec 7123:- This section deals with the penalty for misrepresentation. 

 Sec 7224:- This section deals with the breach of privacy and confidentiality. 
Offences falls under IPC 186027 

 Sec 503- Sending threatening messages through email. 

 Sec 499- Sending defamatory messages through email. 

 Sec 463- Forgery of electronic record. 

 Sec 420- Bogus websites, cyber frauds. 

 Sec 463- Email spoofing. 
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 Sec 383- Web-jacking. 

 Sec 500- Email abuse. 

 Sec 292-Pornographic. 

 
IV. LACK OF SPECIFIC LEGISLATIONS AGAINST CYBERCRIME 
Even though there are plenty of legal provisions against cybercrime, India is not entirely successful in protecting 
women in cyberspace. Information technology act, the major provision against cybercrimes mainly deals with 
economic and commercial issues as said in its preamble.31 Cyber stalking is one of the serious crimes committed 

online. There was no law against cybercrime till 2013. It was introduced only in 2013 after the recommendation of 
Justice J.S Verma committee.32 Stalking was made punishable under section 354(D) of IPC. But section 354(D) 
defined stalking as an act committed only by men.33 India needs to have separate and elaborate law against cyber 
crimelike that of America.34 
Morphing is a cybercrime which is rapidly rising in modern day. Morphing photos of celebrities with nudes or trolling 
political leaders via morphing has caused a lot of hue and cry.  

 
V. MEASURES TO PROTECT WOMEN FROM CYBERCRIMES 
Proceedings by the Govt. of India 
The National Commission for Women on 23rd of September 2014 has submitted a report on “ways and means to 
safeguard women from cybercrimes” which inter-alia recommended for stringent law, Policy to discourage hacking 

activities, dedicated helpline numbers, opening of more cyber cells, and imparting of proper legal to combat 
cybercrimes.47 Other measures are the following:- 

 Ministry of Home Affairs has developed a portal named www.cybercrime.gov.in to enable people to report 
cybercrime complaints48. 

 Computer security policy with guidelines has been circulated by the government to all  the departments to 

mitigate, detect and prevent cyberattacks. 

 Ministry of Electronics & Information Technology has issued an advisory on functioning of Matrimonial website on 

6thJune, 2016 under IT Act, 2000 and Rules made thereunder directing the matrimonial websites to adopt 
safeguards to ensure that people using these websites are not deceived through the means of fake profiles or  
misuse/wrong information posted on the website.49 

 The Ministry of Electronics & Information Technology (MeitY) has set up Cyber Forensics Training Labs in north-

eastern States and cities such as Mumbai, Pune, Kolkata and Bangalore to train State police officials and judiciary in 
cybercrime detection and collection, preservation and seizing of electronic evidence and dealing with cybercrime.50 
 
VI. CONCLUSION 
Cybercrime is seen as humanity's next major threat. However, we were mistaken. Cybercrime has spread its wings all 
over the world. Top intelligence agencies are concerned about hacking and security breaches. Cybercrime has grown 
into a more covert issue. In this situation, it is critical that we protect women's integrity and dignity. Perverts, cheats, 
black market agents, and other anti-social forces have found a way to fulfill their wants via cyberspace. National and 
international authorities, women's rights advocates, and other social service organizations must recognize that 

cyberspace is as serious a problem as any other. Cybercrime poses a significant threat to India.It would be incredibly 
difficult to keep track of everyone and everything with such a big data base. To stay up with changes in data services 
and internet access, the government must increase cyber security. If the true fight is virtual, strengthening border 
protection or erecting barriers is pointless. Regrettably, this is the case. The world is frightened about nuclear wars, 
but cyber warfare has become a major source of fear. In this maze of disarray, India would not want to drag or 
victimize women. It’s best to follow the adage that "prevention is better than treatment." India could lead the way in 
combating this evil by developing cyber security and creating a safe cyber environment for women. 
 
VII. REFERENCES 

1. Mangla, V., & Panda, S. N. (2013). Spectrum of Cyber threats and Available Control Mechanisms. Spectrum, 
2(4), 1439-1447.. 

2. N. Jyoti (2017), Cyber Security : Protection of Human Rights, 3 (2), pp. 888–89. 
3. India most dangerous country to be a woman, U.S ranks 10th. Available at 

https://edition.cnn.com/2018/06/25/ health/india-dangerous-country-women-survey-intl/index.html. (Last 
visited on 7th July 2020)  

4. National crime record bureau  
5. National Crime records Bureau, “Crime in India” p.no- 259 (2018) retrieved 7th July 2020 https://ncrb.gov.in/ 

sites/default/files/Crime%20in%20India%202018%20-%20Volume%201.pdf  



 

 

 
Proceedings of International Conference on Gender Equality and Women Empowerment 

8th-9th March, 2022 
 

 

27 | P a g e  

6. Dr Monika Jain, “Victimisation of women beneath cyberspace in Indian upbringing.” April-June 2017, Bharathi 
law review. 2(2017).  

7. Cyber Stalking- A virtual crime with real- consequences. available at https://www.worldpulse.com/communi 
ty/users/mukut/posts/22772 ( Last visited on 8th July 2020)   

8. The Doha declaration: promoting a culture of lawfulness, available at 

https://www.unodc.org/e4j/en/cybercrime/ module-12/key-issues/cyberstalking-and-cyberharassment.html( 
last visited on July 7, 2020)  

9. Cyber Stalking-A virtual crime with real-consequences ,available at, 
https://www.worldpulse.com/community/users/mukut/posts/22772 (last visited on 7th July,2020)  

10. Manish Kathuria Vs Ritu Kohli, C.C. No. 14616/2014  
11. SMC Pneumatics India Pvt. Ltd. Vs Jogesh Kwatra, CS(OS) No. 1279/2001 (Delhi High Court, 2001)  
12. State of Tamil Nadu vs Suhas Katti-Cyber law cases in India, available at https://www.legalserviceindia.com/ 

lawforum/cyber-laws/17/state-of-tamil-nadu-vs-suhas-katti-cyber-law-case-in-india/2238/ (last visited on july 
2020) 

13. Shobhna Jeet, cybercrimes against women in India: information technology act,2000”47 journal of criminal 
law 8893(2012)  

14. “cybercrime case against Ram Gopal Verma for morphing photo”, Deccan Chronicles, Dec 10, 2019, available 
at https://www.deccanchronicle.com/nation/current-affairs/101219/cyber-crime-case-against-ram-gopal-
varma-for-morphing-photo.html (last visited on July 8, 2020)  

15. Amandeep Jindal “Email Spoofing, volume 5-no.1 International journal of computer applications 27(2010)  
16. Shobhna jeet “Cyber Crimes against women in India: information technology act, 2000”47 journal of criminal 

law 8893(2012)  
17. Information Technology Act,2000, India ,available at https://en.wikipedia.org/wiki/Information_Technolo 

gy_Act,_2000 (last visited on July 14, 2020)     
18. IT Act, 2008 gets tougher with cybercrimes, available at https://www.business-

standard.com/article/economy-policy/it-act-2008-gets-tougher-with-cyber-crime-109070600096_1.html (last 
visited on July 14, 2020)  

19. The Information Technology Act, 2000 (Act 21 of 2000), s. 43.  

20. S. Praveen Raj and Aswathy Rajan, “Comparison between information technology act 2000 and 2008” 17 
international journal of pure and applied mathematics 1745 (2018)  

21. The Information Technology Act,2000 (Act 21 of 2000).  
22. The Information Technology (Amendment) Act,2008 (Act 10 of 2009).  
23. The Indian Penal code,1860(Act 45 of 1860).  
24. Cyber Crime Prevention against women and children, available at https://pib.gov.in/Pressreleaseshare.aspx? 

PRID=1559115 (last visited on 17th July 17, 2020)   
25. Cybercrime portal, available at, https://vikaspedia.in/e-governance/online-citizen-services/government-to-

citizen-services-g2c/cybercrime-reporting-portal (last visited on 17th July 17, 2020)  
26. ‘Amit Shah inaugurates state-of-the-art portal to tackle cybercrimes’ “The Economic Times”,jan10,2020, 

available at,https://economictimes.indiatimes.com/news/politics-and-nation/amit-shah-inaugurates-state-of-

the-art-portal-to-tackle-cyber-crimes/articleshow/73192466.cms (last visited on July 17, 2020 )  
27. Dr. Monika Jain, “Victimisation of women beneath cyber space in India” April-June 2017, Bharati law review. 

P.no- 8 (2017)  
28. Cyber Stalking: Challenges in regulating cyberstalking at cyber space. Available at 

http://www.legalserviceindia.com/legal/article-214-cyber-stalking-challenges-in-regulating-cyberstalking-at-
the-cyber-space.html.( Last visited on 19th July 2020)  

29. IPC: 354(D)- Stalking of women available at https://www.shoneekapoor.com/ipc-354d-
stalking/#:~:text=Stalking%20behaviours%20are%20interrelated%20to,a%20man%20against%20a%20wo
man. (Last visited 19th July 2020)  

30. Cyber Stalking: Challenges in regulating cyberstalking at cyber space. Available at http://www.legalservicei 
ndia.com/legal/article-214-cyber-stalking-challenges-in-regulating-cyberstalking-at-the-cyber-space.html.( Last 

visited on 19th July 2020)  
31. Cybercrime against women in India and the laws. Available at https://debaraticyberspace.blogspot 

.com/search/label/morphing. (Last visited 19th July 2020)   
32. First conviction in cyber pornography case: RTI activists gets 6 years jail term. Available at 

https://odishatv.in/odisha-news/body-slider/first-conviction-in-cyber-pornography-case-rti-activist-gets-6-year-
in-jail-231229 ( Last visited on July 10th 2020)  

33. RTI activists convicted in Odisha for cyber offense. Available at https://www.newindianexpress. 
com/states/odisha/2017/aug/05/rti-activist-convicted-in-odisha-for-cyber-offence-



 

 

 
Proceedings of International Conference on Gender Equality and Women Empowerment 

8th-9th March, 2022 
 

 

28 | P a g e  

1638644.html#:~:text=BHUBANESWAR%3A%20A%20Puri%20court%20on,to%20pay%20%609%2C000%2
0as%20fine. ( Last visited at July 10th 2020)  

34. Fatima Riswana . Versus State represented by A.C.P, Chennai and others (2005) 1 MLJ (Crl)456 Available at 
Lexis Nexis India. (Last visited on 10th July 2020)  

35. Dr. M Sanjeeva Rao, “Pornography needs strict regulations in India” (ISSN-2455-6602) ONLINE, Anveshana’s 

international journal of research in regional studies, law, social sciences, journalism and management 
practices. P.no 2 (2016) Available at http://publications.anveshanaindia.com/wp-content/uploads/2016/ 
12/PORNOGRAP HY-NEEDS-STRICT-REGULATIONS-IN-INDIA-1.pdf  

36. Cyber law consulting. Available at https://www.cyberlawconsulting.com/cyber-cases.php ( Last visited 10th 
July 2020)   

37. State of Tamil Nadu v Suhas Kutti, available at https://www.legalserviceindia.com//cyber-laws/17/state-of-
tamil-nadu-vs-suhas-katti-cyber-law-case-in-india/2238/ (Last visited 11th July 2020)  

38. First complaint against cybercrime: State of Tamil Nadu V Suhas Kutti. Available at https://lexforti.com/legal-
news/first-complaint-against-cybercrime-review-of-state-of-tamil-nadu-v-suhas-katti/ (Last visited 11th July 
2020)  

39. AVNISH BAJAJ VERSUS STATE (N C T) OF DELHI LNIND 2004 DEL 1220. Available at Lexis Nexis India. (Last 

visited 11TH July 2020)  
40. Landmark cases decided by Indian courts. Available at https://www.chmag.in/articles/legalgyan/landmark-

cases-decided-by-the-indian-courts/. (Last decided on 11th July 2020)  
41. Supra note 21 at 5.  

42. S.Poulpunitha, K.Manimekalai, P.Veeramani “Strategies to Prevent and Control of Cybercrime agains t Women 
and Girls” 9 International journal of innovative technology and exploring engineering 609(2020).   

43. Laws to protect women from cybercrimes in India, available at https://legaldesire.com/laws-to-safeguard-
women-against-cyber-crime-in-india/ (last visited on 21st July 21, 2020)  

44. “Home Minister Amit Shah inaugurates portal to tackle cybercrimes”, ET.Government.com, 11January 
2020,available at https://government.economictimes.indiatimes.com/news/secure-india/home-minister-amit-
shah-inaugurates-portal-to-tackle-cyber-crimes/73203644 (last visited on 21st July 21, 2020)  

45. Laws to protect women from cybercrimes in India, available at https://legaldesire.com/laws-to-safeguard-
women-against-cyber-crime-in-india/ (last visited on 21st July 21, 2020)  

46. CSR: Cybercrime against women ,available at: https://thecsrjournal.in/csr-cybercrimes-against-women/ (last 
visited on 21st July 21, 2020)   

 


